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SUFPUEUENT^Y INFORUATION AfUi CGRRECTION SHEET 
for tso with 

I 

FU 11-35, SIGNAL CORPS INTELLIGENCE 
(2 September 1942) 



pending publication of a manual on the 
MISSION AND FUNCTIONS OF THE ARMY SECURITY AGENCY 



!• In general, the organisation, functions, and responsibilities of the 
Signal Intelligence Sertrice, which are described in FM 11-35, Signal Corps 
Intelligence, 2 September 1942, apply to the present signal intelligence and 
eommunleatlon security organisation for the Army - the Amy Security Agency^ 

I 

Fending publication of a field manual on the mission and functions of bhe 
Amy Security Agency, the supplementary information contained herein, uid 

\ 

those portions of FM 11-35 i which ore listed in paragraph 2, below, may be 
used as interim substitutes for the new manual. 

2. The information contained in the portions of FM 11^35 whi'*h are 
listed below is considered' to be sufficiently current to be used as a guiae 

• I 

in the instruction of Signal Corps ROTC classes, providing that refsr&rrts 

to 'the "Chief Signal Officer" are changed to read "Chief. Army Securit y 

/ 

Agency "^ "Signal Corps" to " Amv Security Agency "! "Signal Intelligence 

I ^ 

Service" to "Amy Security Agencor organiaations "or "Army Security Agency "; 

I ■ 

"Signal Qfflcer"^ to "Aitar Security Agency liaison Officer " t etc. Other minor 

' \ 

changes, principally in temlnology, are indicated after specific references, 
belowt 

I 

. a. Chapter 1 

' Paragraph 1 - Delete. 

2 - On line 5 change word "assigned" to read 
" allocated ". 



Till 
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3 “ Delete. 

4 - Delete subparagraphs a, b, c, and d. (See para- 

graph 4 of this correction sheet for current 
definitions.) 

5 “ Delete. (See paragraph 5 of this correction sheet 

for a list of current Sijnppleinentary references.) 

b. Chapter 2 



(l) Section I - 

I 

Peuragraph 7 - Delete. (See paragraph 3a of this correction 
sheet. ) 

8 - Delete.) See paragraph 3b of this correction 

9 ^ Delete.) sheet. , 

" lO - Change first sentence to read "Signal can - 

munication personnel may be directed to assjet 
in signal intelligence and communication 
secigity activities in addition to their 
signal communication duties . " 

11 - Delete! (^e paragraph of this correction 

sheetk ) 

12 * ^le^e. 



(NO!TBk The information contained in paragraph 3d 
of this, Correction sheet should be added to Section 
If Chapter 2* immediately following paragraph 14.) 



(2) Sectloh II - 

% 

Paragraph 16 Delete subparagraphs b and c. (See para- 
graph 3c of this correction sheet.) 

17 ** Delete. (See paragraph 3e of this Correction 
sheet. ) 

26 - Delete subparagraphs e and g. 

(3) Section III - Cliange title to :j^ad "THEATER ARMY SECURITY 

UJHCY." 

Parag-rpn 24 '^elote (See paragraph 3b of this correction 

25 - (Seo paragraph 3f of this correction 

.-b . ) 

/ 23 “ kleto subparagraphs b and g. 

29 - Dcilote subparagraphs d and f. Change, word 

''Army" in line 2 of subparagraph g to read 
"t heater " . 

30 - Change first two sentences to read "This sub - 

' section performs a limited amount of nrlpr^nwl 
cryptanalysis. It is ^dependent upon Army ■ 
Security Agency. War Department, for assis - 
tance in the solution of the more complex 



m 





enemy eryptosystems ." Add the following sub- 
paragraph: . "e. Cryptanalysis of simple field 
cryptosystems . » ' 

\ 

(NOTE: The information contained in paragraph 3g 

of this correction sheet ^ould be ad^ to Sec- 
tion III, Chapter 2, immodiately following para- 
graph 30.) 

c. Chapter 3 

(1) Section I - 

Paragrajdi 31 - Delete sentences 4» 5, and 6, and substitute 
the following: "Radio intelligenca eamptinieH 

nri* An pcated to various eonmanda as ^renulred ." 

32 - Delete. 

35 - Delete. (For information on communication 
security proroduras and objectives see 
TH 11-469, Communication Security.) 

(2) SccUon'iI - 

Paragraph 3^ -> Delete. (See paragraph 3h of this correction 
sheet. ) 

(3) Section III - 

Paragraidi 40 - In third sontonco, change reference to 
"Assistant Chlof of Staff, G-2" to road 
"Director of Intelligence. War Deportment 
General Staff ." 

d. Chapter 4 (See poragrai^ 3i of this correction shoot for general 

' comments on this chapter.) 

(1) Section I - 

Paragraph 50 - Delete. 

51 *■ Delete. 

52 - Delete. 

53 - In subparagraph <27 c'honge the reference to 

"enemy equipment identification off i!cer" on 
lino 4 to rend "Army Security Agency liaison 
officer . " Delete subparagraph b. 

54 ” Change first sentence to read "The Army 
Security Agency liaison officer to whom 
captured cryiytoniaterials are reported will 





55 • Change reference to "enoniy equipment Identi- 

fication officor” in lino 1 to read "Army 
Sec\irity Ag enc y liaison officer , " 

56 - Delete subparagraph b and substitute the fol- 

lowing: " bt The ^ j raiy Security ;\goncy 

liaison off lc ei wjU report to xne Dxrector 
of the Thea'oe^ Army Secui*ity Agency, The 
Director of the theater Army Security Agency 
will direct the utilization or disposition of 
captured cryptomaterial in accordance with 
instructions from the Chief. Army Security 
Agency, War Department ." 

57 - Delete. — 

59 - Change the reference to "enemy equipment 

identification officer" on lino 6 to road 
"Director of the Theater Army Security Agency . " 

60 - Delete subparagraph a and substitute -^e fol- 

lowing: "a. Intorrogatod by the Army 

Security agency liaison officer to augment his 
report and to deyise for better operation and 
utilization of the captured oouipment ." 

61 - Delete and substitute the following: "61. 

PROTOTYPES TO THE CHIEF. ARMY SECURITY AGENCI — 
The Director of the Theater Army Security 
Agency or the senior Army Secigity Agency 
. " liaison officer will, upon receipt of onemy 

cryptomaterial. send two prototype sets to the 
Chief. Army Security i.gency by the quickest 
moans of aygilablo transportation, or report , 
ag mgy required. The equipment should be 
.sent as two shirments rather than as a single 
shipment. If only one item of a type Ifl 
captured and it is to be' sent to the Chief . 

Army Security Agency, it should be sent im - 
mediately. not waiting for a second prototype . 
soon as another is captured, the second 

62 * Delete caption and first sentence. Substi* 

ttite the following: "62. IMFORMATTON 

REQUIRED. —Tho followlnp factors will be con ^ 
sidored in phe report forwarded to the 
Director of bhe Theater Army Securi ty Agency 
or the Chiof. Aim.y Soex^rity Agency, War 
Department ." 

Chapter 5 (See paragraph 3j of this correction sheet for general 
comments on this chapter,; 

(1) Section I - 

Paragraph 63 - Delete all except tho last sentence of this 
paragraph. 
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Faragra^di 64 - ) 

65 - ) 

66 - ) 

68 - Dd.ete all except theilast sentence of 
this paragrajdi 

j 

(2) Section III - 

Paragraph 72 - Delete first sentence. Change second sen- 
tence to read "Co operation with axle^Jne 
QlvjHa. p facflltljg Ifl not poaelble and con - 
fleoMfti^ H.y a lajTO force of sign al t n+.ft lliaenee 
and CQnBP pnloatl cn recurity monitoring nei- 
sonnel -will be reoulred. " 

f • Appendix I - Delete. Also delete references to this appendix 
ehleh appear throughout FU 11-35. 

g* Appendix II - Delete. Also delete refrences to this appendix 
' ehlch appear throughout IV 11 -35. ' 

3. S1IPH£IIEMTARY INFQE91ATI0N.— a. . General. ~~The AroQT Security Agency 

eas estahLished liqr War Department directive on 6 September 1945. It Is com- 

I 

poSed of all eignal Intelllgenoe and ccnmunlcatlon security estahllshmentSy 
units and personnel of the Anqy, except cryptograidilo personnel of signal 
and message centers operated by other mllltazy orgahisationsit tactical iedlo 

I 

traffic ccntrol personnel, and the technical intelligence personnel eho 

I 

deal elth captured enemy signal equipment which Is not jE>f cryptologic Interest. 
The Angr Security Agency operates under the control of the War Department 




(See 
sheet.) 



of this correction 




which Is exercised throu^ the Director of InteHlgence, War Department 
General Staff. The reorganisation of the War Depeurtmont pn 11 June 1946 
(see War Department Circular No. 138, 1946) made the Axmy Security Agency an 

I 

Integral part of the Intelligence Division, WAr Department General Staff. 



The Chief, Army Security Agency, Wcu* Department, Is charged with the ac- 
■■ / 

compllshnent of the signal Intelligence and communication security missions 
of the Army. (This infoimatlon supersedes paragraph 7 of Section I, Chapter 



2; FM 11-35.) 

b. Theater Army Security Agencies.— In each theater of operations 

there Is a Theater Army Security Agenc^^;S^f^([tg§^BS the theater commander In 

5 







signal IntelllgGnco and conmnnleatlon soeurity matters in much the same manner 

t 

as Headquarters, Army Security itgoncy, aervos the Var Department. Theater 
Army Security .Igoneles are similar in organization to the Vrr Department 
Agency but 09 a reduced scale.^ The scope of the theater agdncles' .activities' 
are determined by the local tactical missions end the signal Intelligence and 

comnunlcation security functlcns vhleh may bo performed for the theaters by the 

^ 

Army Security Agency, ^''ar Departmont, Theater Afmy Security Agencies have at 

I 

their disposal various ai^ial Intelligence and communication security organi- 
sations vhleh they nay allocate to subordinate ocmmands within the theaters to 
perform local missions. Some of these orgonxza'&ions nay be retained in a 
general reserve for assignment as the military situation dictates. Other units 
may bo reserved for the performance of. missions'' for the theater headquarters. 
Belov theater level, and for certain Independent commands under the For Depart- 
ment, the signal Intelllgenco and conmunicntlon soourity activities ore handled 

i 

by •Imy Security ‘gency liaison dotachnents. (The above Information replaces 
paragraphs 8 and 9 of 'Section 1, azSi paragraph 24 of Section III, Chapter 2, 

FM 11-35.) 

e. Signal Intelligence and' communication securllgr organizations.— 

« 

The Signal Badlo IntoUigoneo Company, T/O 11-77, referred to throughout 
Hi 11-35 Is now obsolete. Boferences to T/O 11-77 should bo deleted. Replac- 
ing the Signal Radio Intelligence Company ore tte following organizations: 

(1) Air types; 

(a) Radio Squadron, Uobllc T/O & E 32-3027 (a signal 
Intelligence organization) 

(b) Radio Security Detachment, T/O & E 32-952 (a communi- 
cation security monitoring organization) 

3: 
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(2) Ground types: 



. iSTMCIEa 



(a) Signal Service Gompanyy Radio Intelligence, T/O & E 
11-500* (a signal Intelligence organization) 

^ (b) Signal Sendee Company, Radio Socurity,' T/O & E 11-300* 

(a ecmminleation security monitoring organization) 

It will be noted that the communication security monitoring functions of the 

old radio Intelligence company (T/O 11-77) have been divorced from the signal 

intelligence functions. The two functions are now performed by the separate 

N.. 

I 

orgemizatlons indicated in (1) and (2), above. The four types of organiza- 
tions listed above are the basic information gathering units of the Army 
Security Agency. Through these units the Army Security ^ency obtains most 

of^ the material for its study. In addition, there are smaller units which 

• 

have more restricted functions such as cryptographic production, distribution 
and accounting teams; laboratory teams for the emi^oyment and detection of 
secret inks, microphotographs, and disguised Tfrlting; cryptoequipmont main- 
tenance and repair' units, and wire intercept teams, dzmy Security dgency 

units and personnel ore allocated to various commands in the types and 

% 

quantities required to meet the local mllltaiy situation. (The above infor- 
mation supersedes paragra;A 11, Section I, and subparagraidis b and c of 
paragraph 16, Section II, Chapter 2, Ptt U-33* ) 

d. Coordlmtlon of Irmy Socurity Agency Activities. --Overall 
coordination of all Army Security Ageitey units is accomplished by the Chief, 
iuniy Security Agency, Har Department, in accordance with War Department 
policies. Complete coordination of all signal Intelllgonee and communication 
pecurlty activities which ccmurlse the responsibilities of the Aimy Security 



* Portions of T/O & E 11-300 which pertain exclusively to Army Security Agency 
functions will be republished shortly in T/O & E 32-500, Communication 
Reconnaissance Organization. 
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Agency is necessary because of their complementary and Interdependent nature. 

I 

Cdordlnatlon 1s effected through a apecial technical channel nrhlch exists to 
facilltete complete and rapid exchanges of signal Intelligence and communica- 
tion security Information. Thus the full poner of each .activity is exerted 
to effect improvements in the other, yaxlmum economy is achieved by elimlnat- 

Ing duplication of effort and establishing common standards of performance. 

• . 1 

(The above information should be added to the end of Section I, Chapter 2, 

FM ll-35» Immediately following paragraph 14* ) 

a. Duties of the Chief, Army Security Agency, 1?ar Department.— The 
Chief, Anqy Sequrily Agency, War Deportment, is responsible to the Director 



of Intelllgenoe, War Deportment General Staff, for the accomplishment of the 
signal Intelllgenee and communication security missions of the Amy in accor- 
dance with directives formulated by the War Department. He coordinates the ' 
operations of all Army Security Agency units and personnel of the Army. He 

maintains liaison with other groups in Ihtelllgenco Division, Far Department 

/ 

General Staff, which are concerned with the functions of the Agency, and with 
the Signal Corps, Navy and other governmental departments, end rlth friendly 
foreign governments as directed by the War Department. He Is the technical 

advisor to the Director of Intelllgonee on signal intelllgenco and communica- 

\ 

tlon security matters which constitute the responsibilities of tho Army 
Security Agency. (Tho above Infoxmation supersedes paragraph 17, Section II, 
Chapter 2, FU 11-35.) 

f. Duties of the Director of the Theater Army Security Agency-— The 
Director of the Theater Army ^cur-ity Agency is responsible for tho successful 
accomplishment of the signal Intelllgenco and communication security ml.Jsions 
of tl^ theater which are received in the form of general directives from the 

I 

theater commander. He maintains .j^^ope j^aison with other theater intelligence 



S 
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servloes; acts as technical advisor to the theater commander In signal Intelll- 
genee and communication security matters^ and coordinates' the operations cf 
all theater allocated Jlmy Security Agency organizations In accordance with 
goheral War Department policies and -theater policies formulated within tnel-' 
ffomeworka. (The above Information supersedes paragraph 26, Section III, 

Chaiyter 2, FU 11-35* ) 

* I 

g«L Army Security iigency operations below theater level. -- Pleld forces 

subordinate to a theater headquarters, down to and Including division and com- 

* 

parable headquarters of air forces, wlU be served \ij Army Security Agency 
liaison detachments and such signal Intelllgenco and communication security 



units and personnel as may be necessary. Tho primary mission of each Army 
Security Agency unit Is to support the command to which It Is allocauod. Mis- 
sions ore assigned hy the local commander. The functions of the .brmy Security 
Agency liaison detachflients aie to advise local commanders on signal lnteIIJ.1- 
genco and communlcatloa security matters; proper employment of the Army Security 
Agency units allocated to those comman^rs; plan and direct the employment of 

I 

Army Security Agency. units, and coordinate their operations with those of bhe 
signal Intelligence and communication security units at the next hjgner rnd/or 
lower levels. (The above information should be added to Section III, Cihapter 
2, FM 11-35, Immediately following paragrajA 30.)' 



/ 

' h* The Information on authentication systems and procedures contaj.ned 
in War Department Training Circular Mo. 74, 1944 (as emended by WD TO No. 33, 

I 



1945, and WD TG Ho. 1, 1946) replaces that which Is contained In paragraph ^9, 

^ ' 

Section II, Chapter 3, FM 11-35* 

1* Insofar as captured enemy signal Intelligence and communication 
security equipment and documents ore concerned, the .'nmiy Sedurlty Agency 




1 



9 



REF ID : A6556 





operates a senrlee similar to that described' In Chapter 4f IV U^35> The 
Army Security Agency service is eoncemod only nlth cryptologic items ■ 

Ja Army ^curlty Agency offers assistance to censorship hr ez^^rjl".g 

f 

documents for traces of invisible urlting, and nicroidiotograidis and in the 

^ « 

solution of open codes', shorthand writing and unauthorized crypbosyetums^ 

i ‘ , 

Except Insofar as Army Securlly Agen<qr facilities may be used to aocicrr, 
electrical communications o^r which literal, voice or facsimile tranemisslons. 

are passed, thp censorship activities doscribod in paragraphs 64, 63, and 66 

1 

I 

of Section I, Chapter 5, EH 21-3^, are the responsibility of ether Intelli- 
gence organizations or of xhe operating agencies, themselves* 

4* Definitions,— 'The, following are current definitions for temj used 
in this correction sheet and in ?H ll-35t n 

a« Signal Intelligence - all intelligence derived from the study of 
radio transmissions and other communl^eations * 

I * 

b* ration security f the protection '*esuHing from all 

measures dedigned to deny to unauth(n:d.zed persons Diform+icr of valuo 

f 

ml^t be derived A:om communications. 

c. Cryptese curitv - that component of communication security waicn 
results from the provision of technically sound cryptographic systoms and 

r 

I I 

their proper use.. ' 

d. TTansmiasion seaigitv ~ that component of communication security 

I 

which results from all measures designed to protect transmissions from In*- 
toreeptlon and traffic analysis. 

f 

e. Phvaienl securi ty* - that component of cosmnuilcntlon security 



which results from all measures ziecessory to safeguard classlfledL comcuxi^ oa- 

/ 

tlon equipment and material from access thereto by i^uthori^ed persons. 
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f« Cnrutology - that branch of knoi/lodge which treats of the pro- 
duction, use, end solution of the means and nethnds'of secret 'icmnrT} j ca*: 

g. Cryptoe^a rhy - that V>dy of knowledge which treats tae *.o"*cud 
means and methods of rendering plain text ucinte]jigible ana reoorivsrvlng .r.' 
intelligible te:ct into intelligible language, ,or the apcZicatLori -'heieo'^. 

s 

ha Crvptanalr sia - the steps and operations porfoimea ir^ cor'-f-rtlng 

I 

into IntoUlgibilloy encxj'pted literal, spoech and facsimile transmissions 

I 

without knowledge cf the system and/or the specific key employed. 

I 

ia Traffi c araZysie - thrt branch of signal intelligence analysis 
which deals with the etjdy of the oxtornal cha-i'acteristlos qf signal coamiimi* 
cations and related roate-ials for tho purpose of obtaining Infcrmr oir.n f cn-* 

I 

cernlng the QTganisatj.on and operation of a communication system, '^'his in- 
formation is used (1) as on aid to cryptanalysis, (2) as a basis for drawing 

I 

deductions and inferences of valuo as intelligence even in tho absence cf 
specific knowledge of the contents of tho message, and (3) as a guide to 
efficient intercept operation. 

Ja Interception - the process of gaining possession of communications 
intended for others either by copying or recording or by other moans. 

Monitoring - listening in on one's own stations or on stations 
of friendly forces, with a view to maintaining security. 

la Open co de - a cryptographic system using external text (enveloping 
text, apparently innocent) to hide a secret text. 

5a Reforences. — Supplementary information may be obtained from the fol- 



lowing: 



TF 11-205 
TF 11-2044 
£R 3BO-5 



Safeguarding Military Zhfoxmatlon - Cryptographic 

Radio Ti'arnm:! ssicn Security 

Sef ogua rdyiig^ilg^jj^^ Information 
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TM 11-469 Gommunlcetlofi Seourlty (referoneea In this manual to the 
"Chief Signal Officer" should be changed to read "Caiof . 
iimar Sei'urlty Ago ncy". and ‘'RPSIC? to "jgDG AS -g2 '' . ) 

Tli 11-484 I3.iamant.axy MlHbory Cryptography 
TM 11-435 Aavancod Mflltory Cryptography 

WD TC 74i 1944 Authentication systems {Amonded-^by: lO TC 33; 1943, 
Saction II; Authentication systems, and WD TC 1, 
1946 , Authentication systems.) 



6 « Charts of the organisation of Army Security Agency at Var Departiuout 



level and In the theater may be constructed from the Information contained In 



Sections II and III, respoctlvely, of Chapter 2, FM 11-33, as amended by this 
correction sheet. Charts so constructed toill be essentially corre''t. The 

f 

exact details of organisation cannot be disseminated for security reasons. 



\ 
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